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AyTteHTudukanus

beszomnacHocth nHopmaruu

l'ocynapcrBennas
nH(pOPMAaLMOHHAs cUCTEMa

Hoctyn k undopmanuu
JocTynmHoCTh

3amura napOpMaIUn
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amumaemast uHGopMaus

Nnentudukanus

Nudopmarmonnas cucrema

HNudopmarimonHbie pecypesl

Wudopmannonnsie
TEXHOJIOTHH

Wndopmanus

Kontponupyemas 30Ha

KondpuaeHnuansHOCTh

O06paboTka nepcoHaIbHbBIX
JAHHBIX

TEPMHMHDLI U OITPEJEJEHUSA

JeiicTBus 1O TpoBepKe MOATUHHOCTH CyOBEKTa JocTyma
B WH(OPMAITMOHHOH cucTeMe

CocrosiHME  3alIMINIEHHOCTH HWHQPOpPMAIMH, IPH KOTOPOM
o0ecrieueHbl €€  KOH(UIEHIMAIBbHOCTb,  JIOCTYIMHOCTH
U IIEJIOCTHOCTb

WNudpopmanronnas cucrema, cozaBaeMas B LEISIX pealn3aluu
MOJTHOMOYHI roCyIapCTBEHHBIX OpraHoB
u obecriedyeHuss oOMeHa UWHPOpMaLUel MeXIy ASTHUMHU
OpraHamH, a TaKK€ B WHBIX YCTAHOBJICHHBIX (peleparbHBIMH
3aKOHAMU TENIX

Bo3moskHOCTB MONTyueHust UHGOPMAIMK U €€ UCIOIb30BAHUS
CocrossHue HWHPOpPMAIMK, XapaKTEPU3yeMOe CITIOCOOHOCTHIO
TEXHUYECKUX CPEICTB U HMHGPOPMAIMOHHBIX TEXHOIOTHi
obecrieunBaTh OECHPENATCTBEHHBIH J0CTyNn K HH(OopManuu
CyOBEKTOB, UMEIOIIMX Ha 3TO MOJTHOMOYHS

3amuTta wuH(OpManuy, HampaBieHHas Ha MPeAOTBpalleHUE
NOJTY4YeHUsl 3alluiiaeMod HMHQPOpPMaLUU 3auHTEPECOBAHHBIMU
CyObeKTaMH ¢ HapyLIICHHEM YCTAaHOBJIEHHBIX HOPMATHBHBIMH
W TIPAaBOBBIMH JOKYMEHTaMHU (aKTaMW) WJIH 00JaaaTesiMu
uHbOpMAIIMU TpaB WM TPaBWJI pasTpaHUUYEHUs] JOCTyMa
K 3alUIIaeMoi HHpOpMaIiH

Nudopmanus, sBISIOmAscS TPEIMETOM  COOCTBEHHOCTH
U TIOJUIeXAalllas 3alldTe B COOTBETCTBUU C TPeOOBAHHUSIMHU
IPaBOBBIX JIOKYMEHTOB WIH TpeOOBaHUIMH,
yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM MH(OpMaIuu
[TpucBoenue cy0ObekTaM U 00bEKTaM J0CTYIa UACHTUPHUKATOPA
U (MIM) CpaBHEHHE TPEeNbSIBIIEMOro HUACHTU(UKATOPA
C MepeyHeM MPUCBOCHHBIX UICHTH()HUKATOPOB

COBOKYMHOCTh cojiepxaiieiics B 6a3zax JaHHBIX HHGOpMAIUH
u obecrieunBaroIMX ee  00paboTKy  MH(OPMAIMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenbHBIE TOKYMEHTHI U OT/EIbHBIE MAaCCUBBI JOKYMEHTOB,
JOKYMEHTBl M MAacCHUBBl  JIOKYMEHTOB, COJep Kaluecs
B UHPOPMAITMOHHBIX ~ cucTeMax  (OMOIMOTEeKax, apXuBax,
dbonmax, 6aHKax JaHHBIX, HHPOPMAIIMOHHBIX CUCTEMAX IPYTUX
BHJIOB)

[Ipomecchl, MeTonasl mMowcKa, cOopa, XpaHEHHUs, O00pabOTKH,
IpeIOCTaBIEHNS, pacpocTpaHeHus] UH(GOPMAUU U CIOCOOBI
OCYILIECTBIICHUS TAKKX MPOIECCOB U METO/IOB

Csenenus (coobmenwus, JTaHHbIE) HE3aBHCUMO
oT ()OpMBI UX IIPEJICTABICHUS

[IpoctpanctBo  (TeppuTOopHsi, 30aHUE, YacTh  3IaHUS),
B KOTOPOM HCKJIFOUEHO HEKOHTPOJIUpYyeMoe NMpeObIBaHHUE JIUII,
HE WMEIOIMUX IIOCTOSHHOTO WJIM  Pa30BOTO  JIOMYCKa,
Y TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJICTB

Ob6s3arenbHOE 111 BBITOTHEHHS JTUIIOM, TOJIYYUBLIUM JIOCTYII
K OompeaeslieHHOM HH(opManuu, TpeOOoBaHUE HE IepeaaBaTh
Takylo UHGOpManui0 TpPeThUM JHIAaM 0e3  Ccorjacus
ee obnanaTens

JleiicTBus (orepannu) ¢ MEePCOHATBHBIMU JTaHHBIMHU, BKIIIOYAst
cOop, cUcTeMaTu3alMio, HaKOIUICHHE, XpaHEHHE, YTOYHEHUE



Omnepatop

HepCOHaJ'IBHBIC JaHHBIC

VYrpo3za 6e3omacHocTi
nH(pOpMAIUn

Y a3BUMOCTE

IlenocTHOCTD

(oOHOBIEHHE, U3MEHEHHE), MCIIOJIb30BAaHUE, PACTIPOCTPAHEHUE
(BTOM uymcne mepenady), oOe3nUUMBaHHE, OIOKHPOBaHUE,
YHUYTOKEHUE NEPCOHATBHBIX JAHHBIX

FPaXAAHUH WIM IOPUAWYECKOE JIMIO, OCYILIECTBISIOLINE
NEeSTeNbHOCTh 10 HKCIUTyaTalu MH(POPMALMOHHOM CHCTEMBI,
B TOM uucie 1Mo obOpaboTke wWHGOpMAIH, COIEpKaIIeHcs
B ee 0azax JaHHBIX

JIrobass mHpoOpMaLus, OTHOCAIIAACA K HPSIMO HJIM KOCBEHHO
OIpEICIIEHHOMY WJIM OIpesiesieMoMY (GU3UUYECKOMY JIUILY
COBOKYMHOCTh ~ YCIIOBHH W (PaKTOpOB,  CO3JAFOIIUX
NOTEHIMATbHYIO WIH peanbHO CYLIECTBYIOILYIO
OIaCHOCTb, CBSI3aHHYIO C YTEUKOU uH(popmManuu
W/WIIM HECAHKIIMOHUPOBAHHBIMHA HI/MJTM  HETIpeTHAMEPEHHBIMH
BO3JECHCTBUIMH Ha HEE

Henocrarox (cmaboctp) POrPaMMHOT0
(TIporpaMMHO-TEXHHYECKOT'0) CPEACTBA MIIM MHPOPMALIMOHHON
CUCTEMBI B II€JIOM, KOTOPBIM (KOTOpas) MOXKET OBbITh
UCMOJIb30BaHa I peaju3aluu  yrpo3  0e30macHOCTH
UHpOpMaITUN

YceroitunBocth  MHGOpMAMKM K HECAHKIIMOHUPOBAHHOMY
WIN CllydyailHOMY BO3€MCTBUIO Ha Hee B mpolecce o0paboTku
TEXHUYECKUMHU CPEJICTBAMH, DPE3YJIbTaTOM KOTOPOTO MOXKET
ObITh YHUUTOXKEHUE U UCKAKEHUE UHPOPMAITII



OBO3HAYEHUA U COKPAIIIEHUSA

I'oCT P — TI'ocymapcreennsiii crangapt Poccuniickoit denepanuu
Tlonmutuka — Ilomutuka wHpOpManHOHHON Oe3omacHocTH ['ocymapcTBEeHHOTO
O10/KETHOTO 00111e00pa30BaTeNbHOTO YUPEIKIACHHS
cpenHei obmeodpa3zoBaTenbHOM mKoIbI Ne 440
[Tpumopckoro paiiona Cankr-Ilerepoypra umenn I1.B. BurrenOypra
I'BOY mikona Ne 440 lNocynapcTBeHHOE OrOKETHOE 001Ie00pa30oBaTEIbHOE YUPEKICHUE
cpennss obmeoOpazoBatenbHas mkona Ne 440 IIpumopckoro
paiiona Cankr-IlerepOypra umenu I[1.B. Buttenbypra
dCB Poccun — @DenepanpHas cayx0a 6e3onacHocTr Poccuiickoit deneparun
OCTIK Poccun — DenepanpHas Cliyk0a 10 TEXHHYECKOMY U IKCIIOPTHOMY KOHTPOITIO



1 OBIIME ITOJIOKEHUSA

Hacrosimas [Tonutuka siBasieTcss JOKYMEHTOM, ONPEIeNIONUM HallpaBIeHHs e TeIbHOCTH
B oOmactu obOecrmeueHuss WHQPOPMAIIMOHHOW  0O€30MacHOCTH W TPEJACTaBIsIeT  coOOoM
CUCTEMAaTU3UPOBAHHOE M3JIOKEHUE Lieel U 3a1a4 MH()OPMaMOHHON 0€30acHOCTH, KaK OJTHO WJIU
HECKOJIBKO MpaBUJI, MPOLEIYpP, NPAKTUUYECKUX MPUEMOB U PYKOBOAALIMX MPUHIMIIOB, KOTOPHIMU
pykoBoactByercss ['BOY mkoma Ne 440, a Takke OpraHU3AIMOHHBIX, TEXHOJOTUYECKUX H
MIPOLEAYPHBIX aCIIEKTOB o0ecreueHrs NHPOPMaIIMOHHOW O€30MacHOCTH.

[lonoxenus  Hactosmed IlomuTuku He  pacmpocTpaHsioTcs Ha — oOecreueHue
MH(POPMALMOHHON 0€30MaCHOCTH CBEACHUH, COCTABIIAIOIINX FOCYIapCTBEHHYIO TalHY.

OcHoBHO# 3amaueit B oOmactu mH(popMmarmonHoi Oe3omacHoctn ['BOY mkoma Ne 440
IpU3HAET COBEPIICHCTBOBAHME Mep U  CpPeICTB  oOecreueHHsl 3aluThl  HH(pOpMalUU
uHpopmannonubix pecypcoB I'BOY mkonma Ne 440 B KOHTEKCTE€ pa3BUTHS 3aKOHOZATENbCTBA
Poccuiickoit @enepaniii 1 HOPM pPETYIUPOBaHUS HMH(OPMAIMOHHOM JAEATENbHOCTH B TEKYILIUX
yCIOBUAX (PYHKIIMOHUPOBAHMSI NH(OPMALIMOHHOTO MOJIS.

IIpu pazpaborke [10AMTUKK YyIUTHIBATUCH OCHOBHBIE MPUHIIMIIBI CO3JJAHUS CUCTEM 3allUThI
UHGOPMAIIMN,  XapaKTePUCTUKM W BO3MOXKHOCTH  OPTaHU3AI[MOHHO-TEXHUYECKUX  Mep
1 COBPEMEHHBIX ITPOrPaMMHBIX M alapaTHO-IPOrPAMMHBIX CPEICTB 3aILUThl HHPOPMAaLUH.

B pamkax cBoeil gearensHoctu I'BOY mkona Ne 440 o0s3yercs mpeanpUHUMATh Bce
BO3MO)KHBIE MEPBI JUTS 3alIUTHI HH()OPMAIIMK OT Yrpo3 O€30MaCHOCTH HH(POPMALIUH.

TpebGoBanus nHGOPMAIIMOHHON 0€30MaCHOCTH, COOTBETCTBYIOT HEsAM jAestenbHoctd [ BOY
mkosna Ne 440 u mpenHa3zHaueHbl JUIsI CHIDKEHHUS PHCKOB, CBS3aHHBIX C peaiu3anueil yrpos
6e30macHOCTH MH(POPMAITUH.

[Tonmutuka nocrynHa Bcem padbotHukaM ['BOY mikona Ne 440 u BceM monb30BaTeNsiM €ro

pecypcoB.
2 IEJA U 3AJJAYM OBECHEYEHUA HH®OPMAIIMOHHOM BE3OITACHOCTH

Cy0bexTbl HHPOPMALIMOHHBINH OTHOIIEHUH

CyObekTamMu Tipu obecrieueHnr uHpopMannoHHou Oe3zomacHoctd B ['BOY mkoma Ne 440
SIBJISTFOTCSI

PaOOTHUKYU CTPYKTYPHBIX MOApa3ieNIeHu (B TOM YHCIIC YBOJICHHBIC);

rpaxaaHe, paboTarolue Mo J0roBOpaM rpak JaHCKO-TIPAaBOBOI'0 XapaKTepa;

¢du3nueckue nuIA, TPEICTABUTENN KOHTPATEHTOB B pPaMKaX WCIOIHEHUS JIOTOBOPHBIX
0053aTeIbLCTB;

dbuzmveckue nuia, mogasuue odpamenue B aapec ' bOY mxomna Ne 440;

IOpUANYECKUE JIUIA, B PAMKaX HCIIOJHEHHUS JOTOBOPHBIX O0SI3aTENBCTB WM BO MCIOTHEHUH
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAATENLCTBA Poccuiickoit denepanuu;

OpTaHbl TOCYJapCTBEHHOM BIIACTH.

O0bexTbl THPOPMANMOHHBIX OTHOLICHUH

OO6bexTamu HHPOPMALMOHHBIX OTHOIICHUMN SBIISIFOTCS:

nndopmarmonusie pecypebl ' BOY mikona Ne 440;

rocyJlapcTBeHHbIE  HH(pOpMAIMOHHbIE  cucTeMbl  OmepaTopoM  KOTOPBIX  SIBISIETCA
I'BOY mkona Ne 440;

nporeccbl 00padoTku mHpopmaru B uHpopmanmonHeix cucremax ['BOY mkoma Ne 440,
UH(GOpPMAIIMOHHBIE TEXHOJOTHH, pEeriaMeHThl W Mpoueaypsl coopa, o0pabOTKH, XpaHEHHS
U miepeiaun nHpOopMalnu;

uHpopManmoHHasi HMH(QPACTPYKTypa, BKIIOYAIOIIAs CUCTEMbl OOpaOOTKH, XpaHEHUS
U aHanu3a nHpopMalliu, IporpaMMHbIe U IPOrPaMMHO-AIIapaTHBIE CPEJICTBA, B TOM YHCJIE KaHAIIbI
CBSI3U U TEJIEKOMMYHUKALIUH;

CUCTEMbI U CPEJICTBA 3allUThl HH(OPMAIUU, OOBEKTHl U TOMEUICHHS], B KOTOPBIX pa3MelleHbI
cpencTBa 00paboTKku HH(POPMAIIHH.

enu o0ecneyenust HHGpOPMALIUOHHON 0€30IACHOCTH

OcHoBHOI menbi0 obecriedeHusi mHPOpManuoHHOUW Oe3omacHocTn ['BOY mkoma Ne 440



ABIIIOTCA JICHCTBUS HANpaBlieHbl Ha JOCTH)KEHHE 3alllUThl CYOBEKTOB HH(OpMaLMOHHBIX
OTHOILIEHUH OT BO3MOXHOT'O HAHECEHUS UM MaTepuaibHOro, PU3NYECKOro, MOPaIbHOTO UM WHOTO
yiep6a, TOCPEICTBOM CIIy4allHOTO WJIM TPEAHAMEPEHHOIro BO3JCHCTBUA Ha HH(OpMaIHIo,
B TOM YHCJIE:

obecrnieueHus OTKa30yCTOUYUBOTO (G YHKIIMOHUPOBAHUS MIPOrPaMMHBIX
U anrmnapaTHo-nporpaMMHubIX cpeacTB ['BOY mikona Ne 440 u mpeocTaBisieMbIX CEPBUCOB;

COONIIO/IEHNs TPaBOBOI'0 PEKKMMa HCIOJIB30BAaHUS MAacCCHBOB M CpPEACTB 00pabOTKH
nH(pOpMAaITUH;

NPEJOTBPAIICHUs pealu3aluyd Yrpo3 0e30macHOCTH HH(OpMalMU TpPU  OCYIIECTBICHUU
nesreapaoctd ' BOY mkomna Ne 440.

3anayu odecneyeHuss MH(POPMAIMOHHON 0e301aACHOCTH

Joctmxenue nenei odecrieueHns nHGOPMALMOHHON 0€30MacHOCTH U CBOWCTB MH(OpMAIIHH,
I'bOY mkona Ne 440 pemaercs cneyrOIAMU 3a1a4aMu :

3aIUTHl OT HECAaHKIIMOHUPOBAHHOTO JOCTYMAa K MHPOPMAIIMOHHBIM pPecypcam;

pasrpaHMUYeHHs JOCTYIIa MOJIb30BaTeNel K MH()OPMAIMOHHBIM, amllapaTHBIM, MPOrPaMMHBIM
U UHBIM pecypcam;

perucTpali M TEepUOIUYECKOr0 KOHTPOJS JAeHCTBUN ToJb3oBaTeneld mnpu o0paboTke
3anMIaeMoi nHGopMaly U NEPUOJMUECKII KOHTPOJIb KOPPEKTHOCTH UX JACHCTBHIH;

KOHTPOJISI LIETIOCTHOCTU CpeAbl HCIOJHEHHS NporpaMM M €€ BOCCTAaHOBJIEHHWE B Ciydae
HapyIICHHUS;

obecrieueHuss ayTeHTU(UKAIUM W  HMJICHTU()UKALWMK  TONB30BATENeH, y4aCTBYIOIIUX
B MH(OpMaIIMOHHOM OOMEHE;

obecrieueHus HCIIPaBHOCTH MPUMEHSIEMBIX B MH(OPMAITMOHHBIX CUCTEMax
I'BOY mixomna Ne 440 cpencTs 3amuThl HHGOPMAIUH;

CBOEBPEMEHHOI'0 BBISBJIIEHUE HCTOYHUKOB yrpo3 Oe3omacHocTH HHGOpMaLUU, HOPUYKH
U yCIOBHMH, CIOCOOCTBYIOIIMX  HAHECEHHIO  yliepba  3aHMHTEPECOBAHHBIM  CYObEKTaM
MH(POPMALMOHHBIX OTHOIICHUH;

CO3JTaHMEM CITy’KOBI MOHMTOPHHTA M PEeardpoBaHUs HA yrpo3bl Oe3omacHocTH HH(popManuu
Y HETaTUBHBIE MOCIIECTBUS,

CO3JITaHMEM YCIIOBHM I MUHUMH3AIMH HAHOCUMOT'O yliepOa HelpaBOMEPHBIMU JICHCTBUSAMH,
U yCTpaHEHHE MOCIeACTBUM HapyeHus: nHpopMmaronHoi 6ezonacHoctd B ' BOY mikona Ne 440.

Pemenue Boienepeurcinennbix 3aaa4 B ['bOY mikona Ne 440 ocyiecTBiasieTCsi HOCPEICTBOM:

ydyeTa BceX MOUIekKAIUX 3alIUTe HHPOPMAIIMOHHBIX PECYPCOB;

KYPHAIMPOBAHUS JEHCTBUH MEPCOHANA, OCYHIECTBISIONIETO 00CTY)KMBaHNE U MOIU(DUKAITIIO
MIPOrPaMMHBIX M MPOrpaMMHO-aNapaTHBIX CPEICTB HH(OPMAIIMOHHBIX CUCTEM;

periaMeHTanuu mporeccoB 0opadboTku nHpopMaruu, neiicrsuit pabotHukoB 'bOY mkona Ne
440, ocymiecTBISIONIMX 3KCILTyaTallMi0 MPOrPAaMMHBIX M IPOTPAaMMHO-AIIApaTHBIX CPENCTB, Ha
OCHOBE  YTBEP)KICHHBIX  OpraHU3allMOHHO-PACIIOPATUTENbHBIX  JOKYMEHTOB IO  3alluTe
uHdopMaiuuy,

Ha3HAYEHUS U MOJATrOTOBKOH paOOTHUKOB, OTBETCTBEHHBIX 332 OPraHU3ALMI0 U OCYIICCTBICHHUE
MEepONpHUsITHIi 10 obecrnieueHno nHpopmanronHo# 6e3omacHoct B 'BOY mkoma Ne 440);

HAJEJEeHUsl KaXAO0ro pabOTHUKA MHUHHMAJIbHO HEOOXOJMMBIMU TIpaBaMH Tpu pabore
B MH(POPMAITMOHHON MHPPACTPYKTYpPE COINIACHO UX JOIKHOCTHBIM O0sI3aHHOCTSIM;

coOuro/ieHns BceMH pabOTHUKAMU, SKCILTYaTUPYIOIIUMU M O0CITYKHBAIOUIUMH MIPOrPaMMHBIE
U NpOrpaMMHO-aNIapaTHble  CpelICcTBa, TPeOOBaHMM  OpPraHU3aIMOHHO-PACIOPSAUTENbHBIX
JOKYMEHTOB I10 BOIpocaM o0ecrieyeHns HHPOPMaIMOHHONW 0€301acCHOCTH;

MEPCOHANIBHON OTBETCTBEHHOCTBIO KaXkKJOro pabOTHUKA 3a CBOM JEHCTBUS, Y4aCTBYIOIIETO
B paMKaX CBOMX (PYHKIHMOHAIbHBIX OOS3aHHOCTEH B Ipolleccax aBTOMAaTH3MPOBAHHOW 00pabOTKH
nH(POPMALIUU ¥ UMEIOMIETO JOCTYII K pecypcaM HH()pOPMAITMOHHBIX CUCTEM;

peanM3zanyeldl TEXHOJIOTMYECKHX IPOoLecCcoB 00paboTKM HHGOpPMAIMU C HCIOJIb30BaHUEM
KOMILJIEKCOB ~ OPIaHU3alMOHHO-TEXHUYECKUX MEp  3allUThl MPOrpaMMHOrO  oOecrevyeHus,
IIPOrpaMMHO-aIlIIapaTHBIX CPENICTB;

NPUHATHS Mep M0 o0ecrneueHuIo (PU3NYEeCKON LEJOCTHOCTU MPOrpaMMHO-annapaTHbIX



cpenctB MHGOPMAIIMOHHBIX CHUCTEM W TMOJJICP)KAHUEM HEOOXOJUMOro YpPOBHS 3allMIICHHOCTH
KOMITOHEHTOB;

WCIIONB30BAHUSI MPOTrPAMMHBIX M MPOrPAMMHO-AIIAPATHBIX CPEACTB 3alUThl HH(POPMAIHH
oopabarsiBaeMoM B ' BOY mikona Ne 440 v anMUHUCTPAaTUBHON MOAACPKKON WX UCTIOIH30BAHMUS,

KOHTPOJII ~ COONIOZICHUS  TOJI30BaTENsIMH  MH(GOPMAIIMOHHBIX  CHUCTEM  TpeOOBaHUI
1o obecreyeHn0 NHPOPMAITMOHHOM 0€30MaCHOCTH;

MpoBeICHHS aHan3a d()PEKTUBHOCTH MPHUHATHIX MEP 3aIIUTHl HHPOPMAIIUUA U MPUMEHIEMBIX
cpencts 3amuthl uHGopmanuu B 'BOY mikona Ne 440;

pa3paboTKM W pealn3aldd NPEJIOKEHUM IO COBEPIICHCTBOBAHUIO CHCTEM 3allUTHI
nnpopmaruu B 'BOY mikomna Ne 440.

3 TMPUHIMUIIBI OBECIIEYEHUS UH®OPMAIIMOHHOMN BE3OIACHOCTH

Ob6ecrieuerrie MHPOPMAIMOHHONW 0€30MaCHOCTH, JOJDKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CIIEAYIOIIMMH OCHOBHBIMH MTPHHIIUTIAMH:

IIpyuHUUN 3aKOHHOCTH

[Tpu BBIOOpE MepoIpHUATHI MO 3amuTe WHPOPMALMH, JTODKHO COONIONAThCs JEHCTBYIOIIEE
3aKoHo/aTenbcTBO Poccuiickoit @eneparuu B chepe 3auThl HHGOpMAIIH.

Bce paboTHMKM ODKHBI UMETh NpEJCTaBlIeHuEe 00 OTBETCTBEHHOCTH 3a MpPaBOHAPYIIECHUs
B cdepe 3ammuTsl uH(popmammu. IIporpammHo-anmapaTHble CpeAcTBa, npuMmeHsembie B ['BOY
mkona Ne 440, nomKHBI MMETh COOTBETCTBYIOIIME JIMIIEH3UH, O(UIIMAIBLHO NpUOOpeTarses y
npeacTaBuTeNneil pa3paboTUNKOB ITUX CPEJCTB WM SBIATHCS UHTEIIEKTYaJIbHONH COOCTBEHHOCTHIO
I'BOY mxona Ne 440.

IMpuHIMI CHCTEMHOCTH

IIpu co3aHuM cUCTEMbI 3aILUThl JOKHBI YUUTHIBATHCS aKTyallbHbIE YTPO3bl 0€30IacCHOCTH
nH(pOpMaLlUU, BO3MOXKHbIE OOBEKTHl M HANpPABICHUSA aTaK Ha HEEe CO CTOPOHBI HApYIIUTENEH.
Cucrema 3amuTBl JIOJDKHA CTPOUTBCS C YYETOM HE TOJNBKO H3BECTHBIX KaHAJIOB YTEUKU
MH(pOPMALIMU, HO U C Y4YETOM BO3MOXHOCTH IIOSIBJICHHSI HOBBIX YS3BUMOCTEH B NPOrpaMMHOM
o0ecrieuyeHu .

IpuHIMI KOMIJIEKCHOCTH

KommniekcHoe ucnonb30BaHUE CPEACTB 3aIUThl HH(OpMAIMK MIPEaNonaraeT CorjlacoOBaHHOE
IPUMEHEHHE NPH TIOCTPOSHUH LIEIOCTHONW CHCTEMBI 3alllUThl, MEPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE
yrpo3el Oe3zomacHocTH MHGpOpMaWU. 3aluTa JOJMKHA CTPOUTHCS SUIETOHHMpPOBaHO. DPu3nMueckas
3amyTa JI0JDKHA 00eCTieunBaThCs (PU3MYECKIMU CPEICTBAMU M OpPTaHU3AIIMOHHBIMHA MEPaMHU.

ITpu nmocTpoeHnu, BHEAPEHUH U HKCIUTyaTallMM CUCTEMbI 3alUThl HH(OPMALUKU PYKOBOJCTBO
I'BOY mixona Ne 440 obecnieunBaet ycnoBust Ui 3 (PEeKTUBHONM KOOPAWHAIINY ICHCTBUNA BCeX JIUII,
o0ecreynBaIX HHPOPMAITMOHHYIO O€30MacHOCTD.

IIpuHUMND cCBOEBPEMEHHOCTH

Pazpabotka cucTteMbl 3alIUThl MHPOPMALUHU JTOJDKHA BECTUCH MapauleibHO ¢ pa3paboTkon
U MHQOPMAalMOHHOM  CUCTEMBL. IJTO  TMO3BOJUT y4yecTb TpeOoBaHHUS  O€30MaCHOCTH
IpU TNPOEKTUPOBAHUU APXUTEKTYpbl U, B KOHEYHOM cYeTe, co3JaTh Ooinee 3(QeKTUBHbIE
MH(OPMALMOHHBIE CUCTEMBI, 00JIaJIAl0IIe JOCTATOUYHBIM YPOBHEM 3aLUIIEHHOCTH.

IpuHIMD NpeeMCTBEHHOCTH

IlocTossHHOE COBEPIIEHCTBOBAaHUE MEp M CPEACTB 3allUThl HMH(OpMAlMM Ha OCHOBE
MIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKHX peIleHUl, KaApoBOro COCTaBa, aHaIU3a
(GyHKIMOHUPOBAaHUS MH(POPMAIIMOHHBIX CHCTEM M CHCTEMBI €€ 3alIUThl C YYeTOM H3MEHEHUH
B METOJaX M CpeAcTBax IepexBaTa HHGOpPMALlMM, HOPMATUBHBIX TpPeOOBAHUH 10 3aIIUTE
UHpOpMaLUH.

IpuHIMI 10CTATOYHOCTH

CooTBeTCTBHE YPOBHS 3aTpaT Ha oOecrieueHrne HHPOPMAIIMOHHON 0€30MaCHOCTH U IIEHHOCTH
UH(POPMAIIMOHHBIX PECYpPCOB Ha BEIMYMHY BO3MOXKHOI'O ymiepba oOT HX pasIvialleHus,
YHUYTOXKEHUSI M UCKaKeHUs. VIcronp3yeMble Mephl U CPEICTBA 3alIMTHl HH(POPMALUU HE JOIKHBI
YXY/IIaTh 3PTOHOMHYECKHE TOKA3aTeI KOMIIOHEHTOB HH()OPMAIIHOHHBIX CHCTEM.

IIpyHIMD 0TBETCTBEHHOCTH



BoznoxxeHne oTBETCTBEHHOCTH 3a oOecriedeHue 0e301acHOCTH HHPOpMAIUK U € 00paboTKH
Ha KaXIoro pabOTHHKA B TpENeNax ero MOJHOMOYMi. B COOTBETCTBHM C 3TUM MNPUHIUIIOM
pacmpesiefieHne mpaB U O0sI3aHHOCTEH PaOOTHUKOB CTPOHMTCS TaKUM 00pa3oM, 4TOOBI B CiIydae
1100010 HapyIIeHHs ObLI U3BECTEH HAPYILIUTEb.

IpyuHuUn 000CHOBAHHOCTH M TEXHUYECKOI peain3yeMoCTH

WHupopManmoHHbIe TEXHOIOTHUH, IPOrPaMMHBIE M TPOrPaMMHO-AIIapaTHIE CPEJICTBA, MEPHI
3alIUThI I/IH(l)OpMaIII/H/I JOJI?)KHBI OBITH pcajin30BaHbl IO COBPEMCHHBIM PCHICHUAM, 000CHOBAaHEI
C TOYKHU 3pEHHS JOCTMXKCHHUS 3a/IaHHOTO YPOBHS 3aIUIICHHOCTH MH(POPMAIMK M 3KOHOMHYECKON
1[e71eCO00pa3HOCTH, a TakKe COOTBETCTBOBAaTh YCTAHOBIEHHBIM HOpMaM M TpeOOBaHUSIM
1o 6€30MacHOCTH UH(POPMALIUH.

IMpunuun npodeccuonaanzmMa

Peanmzanus Mep 3ammuTbl MHGOPMALMU U IKCIUTyaTalus CPEACTB 3aIlUThl MH(OpMAIUu
JIOJIYKHA OCYIIECTBIIATHCS MPOPECCHOHATHHBIME CTICIIUATHUCTaAMHU.

[IpuBneueHue cnenualn3upOBaHHBIX OPTaHU3AIMM K pa3paboTKe CPeICTB U peaar3aluu Mep
3aIuUThl HHPOPMAIIMH, TOATOTOBJICHHBIX K KOHKPETHOMY BHAY ACSITEIBHOCTU MO O00ECIICYCHHIO
0e30rmacHOCTH HHPOPMAIMOHHBIX PECYPCOB, UMEIOIINX OIMBIT MPAKTHIECKOH pabOThl U JIUIIEH3UH
Ha IPaBO OKa3aHUs yCIYT B 3TOM 00JacTH.

[MpyuHIUMND MUHUMHM3AaLMU IPUBUJICT U IM0J1b30BaTe el

O0ecrnieyeHue MnoJjib30BaTelIei MNPUBUICTUAMU MUHHUMAJIBHO JOCTATOYHBIMU [JIS1 BBIITOJTHCHU S
HMH CBOMX JIOJDKHOCTHEIX o0s3anHOocTerd B ' BOY 1mkomna Ne 440,

4  OCHOBHBIE TPEBOBAHMUS 110 3AIIUTE UH®OPMALINU
OT'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl MHGOpPMAIMU JOJDKHA NpPEeIycMaTpUBaTh KOMILIEKC OpraHU3allMOHHBIX,
IPOrpaMMHBIX U MPOrpaMMHO-ANMapaTHBIX CPEACTB U Mep MO 3aiuTe MHGOpMAIMU B IpoIecce
ee 00paboTKH.

BoinonHenue TpeOoBaHUN JOCTUTAETCS 3a CUET peald3alli Ha 00beKTax MH(POpMaTH3aLUU
Mep M0 3amuTe HHPOopMaIuu:

UACHTU(DUKAIMY U ayTeHTU(UKAIIMHI CYObEKTOB JI0CTYIA U 0OBbEKTOB JI0CTYIIA;

YIPaBIEHUIO JOCTYIIOM CYOBEKTOB JJOCTYIA K O0ObEKTaM J10CTyIa;

OrPaHUYEHUIO TPOrPAMMHOMN CPEJIbI;

3alIMTe MALTMHHBIX HOCUTEJIEH NEePCOHANIbHBIX JAHHBIX;

perucTpanuu coObITUN OE30MaCHOCTH;

AHTUBUPYCHOM 3alIUTE;

O00HapyXEHUIO BTOPKEHUH;

KOHTPOJTIO (aHATN3Y) 3alIUIIICHHOCTH NMEPCOHANIBHBIX IaHHBIX;

00eCreueHuI0 ETOCTHOCTH NH(OPMAIIMOHHON CHUCTEMBI U IEPCOHANIBHBIX JaHHbIX;

00ecIeYeHnI0 JOCTYIHOCTH MEPCOHATIBHBIX JaHHBIX;

3aIUTHI CPEbl BUPTYaIU3alluu;

3aIUThl TEXHUYECKUX CPEJICTB;

3a1UThl H(GHOPMAIIMOHHON CHUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U MEpeladyn JaHHBIX;

BBISIBJICHUIO MHIIU/IEHTOB U PEarupoBaHue Ha HUX;

yOpaBlIeHUI0 KOHQUrypauue HHOOPMALMOHHOW CHUCTEMBl U CHUCTEMBl  3alUTHI
MEPCOHANLHBIX JaHHbIX.

I'BOY mxoma Ne 440, kak obmagarens HHPOPMAIMM OTPAHUYEHHOrO JIOCTYIA, IPH
OCYILIECTBIICHUH CBOUX IPaB 003aHO:

cOOJIIO/IaTh TIPaBa U 3aKOHHBIE HHTEPECH! HHBIX JIUIL;

MPUHUMATh HEOOXOIMMBIE MEPHI IO 3alUTe HHPOPMALIUH;

OrpaHWYMBaTh JOCTYN K HH(OpManuu, eciau Takas O0Of3aHHOCTh  yCTaHOBJIEHA
3aKOHOJaTeILCTBOM Poccuiickoit denepannm.

B Tom wumcne I'BOY mkoma Ne 440, BmnpaBe eciii HHOE HE NPEAYCMOTPEHO
3aKOHOIaTeNbCTBOM Pocculickont @enepanuu:



paspeiaTh WIK OrPAaHUYUBATH JOCTYI K UHPOPMALIMH, ONIPENENISTh OPSA0K U YCIOBHS TAKOTO
JIOCTYIIa;

MCIOJIb30BaTh HH(OPMAIIHIO, B TOM YHCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHIO;

nepenaBaTh MH(OpPMaLMIO JPYTMM JIMIIAM HAa YCTAHOBJIEHHOM 3aKOHOJATEJIbCTBOM
Poccuiickoii denepaiirii OCHOBaHUY;

3alMIIaTh YCTAaHOBJICHHBIMU 3aKOHOJATeNbcTBOM Poccuiickoit @enepanuu crocodamu CBOU
IpaBa B Cllydae HE3aKOHHOI'0 MOJYy4YeHUS HMH(POpPMALMU WIA €€ HE3aKOHHOI'0 HCIOIb30BaHUS
WHBIMH JIUIIAMU;

OCYLIECTBISATh WHBbIE JACHCTBHS ¢ HMH(OpMAIMeld WIM pa3pemarbh OCYIIECTBICHHE TaKUX
NEUCTBUM, eclu O3TU JeHCTBUS HE MpoTUBOpevyaT (QeaepadbHbIM 3aKOHAM U JIPYrUM
HOPMaTHUBHO-NIPABOBBIM akTaM Poccutickoit denepanum.

3ammra MHQOpPMAIMM  OTPAHMYEHHOr'O0  JOCTyHa MpeACTaBIseT COOOM  NpUHATHE
OpPraHU3allMOHHBIX U TEXHUYECKUX MEp, HAlPaBJICHHBIX HA:

coOmro/ieHe KOH(OUISHIIMATLHOCTH HHGOpMaNHK (MCKIIOUYEHUE HEMPAaBOMEPHOIO JIOCTYIIA,
KOMMPOBAHUS, PEIOCTABICHUS WIIN PAaCIpOCTpaHeHus MH(opmanun);

obecrieueHune 1eIOCTHOCTH HH(popMauy (MCKITIOUEHHE HEMPaBOMEPHOTO YHUUTOKEHUS
nuiy MonuduIupoBanus HHGOpMAITUN);

peanu3aluio npaBa Ha JOCTYI K MHPOpMauH (UCKI0UYEHUE HETPAaBOMEPHOro OJIOKUPOBAHUS
nH(pOpMaLIUN).

CpencrBa 3amuThl MHGOPMAIMU BHEAPSIOTCS 1O pe3yiabTaTaMm IPOBEJCHHS OLIEHKH PHCKOB
nH(OpMaIMOHHON 0€30MaCHOCTH.

Opranusanus 3alMThl HHPOPMALUH

[Ipn opranmszauuu B ['BOY mkona Ne 440 3ammTsl mH(OpMaLKy, TOKHBI BBIIOIHATHCS
TpeboBanuss ®DegepanbHoro 3akoHa ot 27.07.2006 Ne 149-®3 «O6 wunHbopmaiuuy,
MH(POPMALMOHHBIX TEXHOJIOTHAX M O 3allUTe MH(POPMAIUMN», KOTOPBIE PEryJIUPYIOT OTHOIICHUS,
CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHEM U MPEKpallleHUEM pekruMa 00padOTKH 3aluiaeMoi HHpopMaluu.
B Tom umcne tpeGoBaHus 0 3amuTe MHGOPMAIMM, HE COCTABIAIOUICH TOCYJAPCTBEHHYIO TailHYy,
coZiep)Kalieiicss B TOCYAAapCTBEHHBIX HWH(POPMAIMOHHBIX CHCTEMaX YTBEP)KICHHBIC IPHKA30M
OCTOIK Poccum ot 11.02.2013 Ne 17 «O06 yrBepxkaeHHH TpeOOBaHWUN O 3aluTe HMHGOPMAIIHH,
HE  COCTaBJSIOLIEH  TOCYNapCTBEHHYIO  TalHy, COJEp)Kallelcs B TIOCYJapCTBEHHBIX
WH(POPMALMOHHBIX CHUCTEMax» JUIi TOCYAAPCTBEHHBIX HH()OPMAIIMOHHBIX CHUCTEM IO KOTOPBIM
I'BOY mikona Ne 440 sBisiercst Onepatopom.

BTI'BOY mkona Ne 440e moMuMO peaqu3aliid OCHOBHBIX Mep 3allluThl HH(OpMaIuu
OCYILIECTBIISETCS:

peryinspHas OUEHKa U  yOpaBlieHHWE puckamMu HHG(OpManuoHHOM  0Oe30MmacHOCTU
B COOTBETCTBHUH C YCTAHOBJICHHBIMHU IPOLIEypaMy B 00JIACTH YIIPABICHUS PUCKAMU;

nH(POPMHUPOBAHUE, o0yueHue U MOBBILIEHHE KBaJTH(PUKAIINA pabOTHHUKOB
I'bOY mikona Ne 440 B chepe nnpopmaimoHHoi 0€3011aCHOCTH;

MeToau4Yeckass TIOMOIIb, pPa0OTHHKAM B BoIpocax obecrieyeHuss UHGOPMAIIMOHHON
0E30I1aCHOCTH;

aHaJIN3 U MMOMCK BO3MOYKHOCTEH 0 MOBBILICHUIO YPOBHS 3alUILIEHHOCTH UH(POPMALIUH.

Jns opranu3anuu 3amuTsl nHGopmanuu, [ BOY mkona Ne 440 BnpaBe NpuUMEHATh CpelICTBa
1 METOJIbl TEXHUYECKOM 3alllUThl, IPEANPUHUMATD JIPYrUe, HE IPOTUBOPEYAINE 3aKOHOJATEIbCTBY
Poccuiickoii enepannu, Mepsbl.

B pamkax oOecrnieueHus 3amuThl UHPOPMALIUY, B paMKaX TPYIOBBIX OTHOIIEHUH HEOOXOAUMO
O3HAaKOMHTb O] POCIIHCH PAaOOTHUKOB, JJOCTYIT KOTOPBIX K MH(POPMAIIUU OTPAaHUYEHHOIO JIOCTYIIA,
HEO0OXOUM JUIsl BHIITOJIHEHUSI UMH CBOUX JOJDKHOCTHBIX OOSI3aHHOCTEW, ¢ IepeyHeM HH(OpMaluu
OTpaHUYCHHOT 0 TOCTYyIa, ¥ MpUHATHIMU B ' BOY mikona Ne 440 Mmepamu 3amuThl HHGOpPMAIIHIH.

Oco0eHHOCTH 32U THI NEPCOHATBHBIX JAHHBIX

[Tpu opranuzanuu o6padbotkn B 'BOY mxkona Ne 440 mepcoHaIbHBIX JaHHBIX HEOOXOAUMO
PYKOBOJACTBOBaThCsl TpeOoBaHusiMu dDexepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3
«O nepcoHaNbHBIX JTaHHBIX).



[lepeyenr Mep, BbIIONIHEHHE KOTOphIX obecrmeunBaer ['bOY mkoma Ne 440 B kauecTBe
oreparopa nepcoHaIbHBIX TaHHBIX, TOJKEH BKIIOYATh:

HazHaueHne B ['BOY mkoma Ne 440 OTBETCTBEHHOrO0 3a OpraHU3alUI0 00pabOTKU
MIEPCOHANBHBIX JIAHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEEISIONINX MPaBuiia B OTHOIIEHUU 00paOOTKU MEepCOHABHBIX
nanHpix B ['BOY mxoma Ne 440, nokanbHBIX aKkTOB IO BONpOcaM OOpPaOOTKH MEPCOHAIBHBIX
JTAHHBIX;

MPUMEHEHHE OpPraHU3alMOHHBIX M TEXHMYECKUX Mep Mo obecrneueHuio 0e30MacHOCTH
MEPCOHANBHBIX JaHHBIX B COOTBETCTBUU cO craTheil 19 denepanbHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHaBHBIX TaHHBIXY;

BBITIOJIHEHHE TPEOOBAHUH 10 COCTABY U COJEP’KaHUIO OPTaHU3ALMOHHBIX U TEXHUYECKHX MEp
o obecrnedyeHuto 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX NMPU UX 00paboTke B MH(OPMALMOHHBIX
CHCTeMax MEepCOHANBHBIX JaHHBIX yTBepkAEHHBIX [Ipukazom @CTIOK Poccunm ot 18.02.2013 Ne 21
«O0 yTBEepXKJIEHUU COCTaBa M COJCpPKAHUS OpPraHU3alMOHHBIX W TEXHUYECKHX Mep II0
obecriedeHnI0 0e30MacHOCTH NEPCOHANBHBIX TaHHBIX MPH HX 00paboTke B HH(OPMAIMOHHBIX
CHCTEMax MepPCOHANBHBIX JaHHBIX);

OLIEHKY Bpeda, KOTOPbIH MOXET ObITh NPUYMHEH CyOBbEKTaM IMEPCOHAIbHBIX JIaHHBIX
B cinyyae HapymeHus PenepanmbHoro 3akoHa Ne 152-@3, cooTHoOIIeHHE YyKa3aHHOIO Bpeja
U MPUHUMAEMBIX OINEPaTOPOM MEp, HANpaBJIEHHBIX Ha OOECIeYeHHE BBITIOIHEHUSI 00S3aHHOCTEH,
peIycMOTpeHHBIX DenepaibHbIM 3akoHOM Ne 152-D3;

o3HakomisieHue pabotHukoB ['BOY mkoma No 440, HemocpeICTBEHHO OCYIIECTBIISIIOIINX
00paboTKy MEepCOHANBHBIX JaHHBIX, C TIOJOKEHUSIMHU 3aKOHOJaTeNnbcTBa Poccuiickort deneparmu
0 TEePCOHATBHBIX JAaHHBIX, B TOM 4YHCIE TPEOOBAHWUSAMHU K 3allUTe TEPCOHAIBHBIX JJTAHHBIX,
JNOKyMeHTamu, ompenesstomumu TpeboBanuss ['BOY mkona Ne 440 B orHomeHuun oOpabOTKH
MIEPCOHANBHBIX JIaHHBIX U 00yUeHHE, IPU HEOOXOJMMOCTH, YKa3aHHBIX PAOOTHUKOB.

OOGecnieuenne 0€30MaCHOCTH MTEPCOHABHBIX IAHHBIX JIOCTUTACTCSI, B YaCTHOCTH

olpeneseHueM  yrpo3 W HapymuTened  0e30MacHOCTH — MEPCOHANbHBIX  JAaHHBIX
pu ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX TaHHBIX;

ONpENeNICHNEM YpPOBHS  3AIIMIICHHOCTH TEPCOHAIBHBIX JAaHHBIX B  COOTBETCTBUHU
¢ TpedoBanusimMu [locranoBnenus [IpaButenbcrBa Poccuiickoit @enepanmu ot 01.11.2012 Ne 1119
«O6 yrBepkaeHHMM TpeOOBaHMN K 3alIUTE€ NEPCOHAIBHBIX JAHHBIX MpPU HX 00paboTKe
B WH(OPMALIMOHHBIX CHCTEMAaX IEPCOHAIBHBIX TaHHBIXY,

MPUMEHEHUEM TMPOIIEININX B YCTAaHOBJICHHOM IMOPSIKE MPOLEAYPY OLUEHKH COOTBETCTBHS
CpPEACTB 3aIlIUThl UH(OpMAIIHH;

OLIEHKOW 3()(hEeKTUBHOCTH NMPUHUMAEMBIX MEp IO 3allUTe IMEePCOHATBHBIX JaHHBIX J0 BBOJA
B AKCILTyaTal1io HH(GOPMAIMOHHON CUCTEMBbI IEPCOHANIbHBIX JAHHBIX;

BOCCTAQHOBJICHUEM IEPCOHAIBHBIX JAAHHBIX, BCIEACTBUE MOIYYECHUs HECAHKIIMOHMPOBAHHOIO
JOCTyTa K HUM;

YCTaHOBIICHMEM TIPaBWJI  JOCTya K TEPCOHAJIBHBIM  JIAaHHBIM, 00pabaTbIBacMbIM
B HMH(OPMAIIMOHHBIX CUCTEMaX IEPCOHAIbHBIX JAHHBIX, a TaKXkKe OOECIeYeHHEM pPEerucCTpaluu
U y4eTa BCeX JIEUCTBHI, COBEPIIAEMBIX C IIEPCOHAIBHBIMU JAHHBIMU B HH(OPMALIMOHHBIX CHCTEMaxX
MIEPCOHANBHBIX JIaHHBIX;

KOHTPOJIEM 3a MPUHUMAEMBIMU MEPaMH T10 3alUTEe MEPCOHANBHBIX JAHHBIX U OMPEIEICHHOIO
YPOBHS 3alUIIEHHOCTH HWH(POPMALMOHHBIX CHCTEMaxX IMEpPCOHATBHBIX MJaHHBIX B IIpolecce
€e IKCILTyaTaluu.

5 OCHOBHBIE TPEBOBAHMUA K ITPOHECCAM OBECIIEYEHUSA
UH®OPMAIIMOHHOM BE3OIIACHOCTHA

MeTtoauueckoe pyKOBOJCTBO, pa3padOTKy pelIeHui Mo 3aluTe HHPOpMAIH, COTIaCOBaHUE
BbIOOpa CPEACTB BBIYUCIUTENBHON TEXHUKH, MPOrPAaMMHBIX M MPOrPaMMHO-AMIMapaTHBIX CPENICTB
3amuUThl WH()OpMAIMK, OPTaHU3AIHMI0 Pa0dOT MO BBHISBICHUIO BO3MOXKHOCTEH W MPEIyNpekKICHUIO
yTeYKH W CBOWCTB 3alluIiacMod WHQPOpPMAIUU, AaTTECTAllMi0 OOBEKTOB HWH(OpMATH3AINH
OCYILECTBJISIFOT KOMIIETEHTHBIE CTPYKTYpHBIe oapa3zaeneHus ['bOY mkona Ne 440.



dDusnyeckas 0€30ACHOCTD

[IpuHsATHIE OpraHU3aIMOHHBIC U TEXHUUYECKHE MephI o 3ammuTe nomenieHuit [ bOY mkoma No
440, cepBepHOr0 M KOMMYTAIIHOHHOTO OOOpYIOBaHMs, aBTOMATU3UPOBAHHBIX DPAOOYMX MECT
nosib3oBaTenel nHpopmanuoHHbIX cucteM ['BOY mxonma Ne 440 oOecneyuBarOT peaTnu3aivio
CIIETYIOIIUX MEp TO:

pasrpannyenuro nocrymna paborHukoB B momerienust [ bOY mikona Ne 440 B COOTBETCTBUU ¢
UX MOJHOMOYUSIMU U JIOJPKHOCTHBIMH O0SI3aHHOCTSIMU;

peructpauuu (GakToB BXOoJa paOOTHUKOB B TOMEIIEHHUS, B KOTOpPBIX BexeTcss oOpaboTka
MePCOHANILHBIX JaHHBIX;

KOHTpOJUpyeMoMYy NpeObIBaHni0 nmocTopoHHUX null B 'BOY mikona Ne 440 B momenieHus, B
KOTOPBIX BeeTcs o0paboTka MH(OpMAMKM OrpaHUYEHHOrO JOCTYIA M pa3MelIeHbl anmnapaTHbIe
cpeacTBa HH(POPMAITMOHHOM CUCTEMBI;

OpTaHM3AIHMH PEKUMA KOHTPOJIHPYEMOT0 BHOCA/BBIHOCA CPEACTB 00pabOTKH MH(OpMAITUH.

[Tomemenust [BOY mkona Ne 440 momxHBI OBITH 000PYIOBaHBI JETEKTOPAMH OTHS M JIbIMA,
OTHETYUIMTENSIMH, CHUCTEMaMU KOHAWLMOHMPOBAHUSA BO3/YyXa, CPEICTBAMHU OXPAHHO-TIOKApPHOU
CUTHAJIM3allUU.

OcHoBHOE cepBepHOE U KoMMYyTaninoHHOe obopynoBanue ['bOY mkona Ne 440 nomkHO OBITH
3alIMIIEHO OT Mepe0oeB B Mojaye 3JICKTPOIHEPTUU IYTEM IOAKIIOYEHUS K DIIEKTPOCETH C
MPUMEHEHHEM HCTOYHHKOB OecriepeOOHHOr0 THUTAaHUS M PE3EPBHOIO JM3EIb-TeHepaTopa.
Hcrounnkn OecriepeOOWHOIO0 THUTAaHUS HEOOXOJUMO PETYJSIPHO TECTUPOBaTh U IMPOBEPSTH
ynosHoMoueHHbIM pabotHukaM I'BOY mkoma Ne 440 B COOTBETCTBMM C PEKOMEHJIALMSIMU
MIPOU3BOJUTES.

[lopraTuBHBIE TEXHMYECKHE CpEJICTBA HE JODKHBI  OCTaBaThCs 3a  Ipeleraamu
koHTponupyemoit 30861 ['BOY mikona Ne 440 6e3 koHTposist co cTopoHbl paboTHukoB ['BOY mikona
Ne 440.

Be3onacHocTs Ha padoyeM MecTe

3ampermiaercss BECTH 3alUCh Mapojel B OTKPHITOM BHJE HAa MaTepUANbHBIX HOCHUTENS,
32 UCKIIIOYEHUEM CIIy4aeB, PEIVIaMEHTUPOBAHHBIX METOJOB XPAHEHHUS.

JIOKyMEHTbl M HOCHUTENU C HH(OpManueld OrpaHUYEHHOr0 JAOCTYIA JOJKHBI YOMpaThCs
B omneyarbiBaeMble MecTa (ceidnl, mkapbl W T.I.), NpPU yXoJde ¢ paboyero Mecra.
Ha aBromaTtu3upoBanHoMm pabouem mecte Ilonb3oBaterns paboydast ceccus JODKHA OBITh IIpepBaHa,
paboumnii cron 3a0nokupoBaH. Bxox monp3oBarenss B CHCTEMY HE JOJDKCH BBITIOJIHSTHCS
aBTOMATHUYECKH.

JIOKyMEHTBI, cojepxalie HHQOPMALUI0 OrPaHUYEHHOro JIOCTYyMNa, JOJDKHBI — cpasy
M3BIMATBCSl U3 TMEYATAIONIMX YCTPOMCTB. sl yTwim3anuu KOH(GHUAECHIMAIBHBIX JOKYMEHTOB,
JOJKHBI  MCTIONIB30BAaThCsl YHUUTOXKUTEIM JIOKYMEHTOB HE HIDKE 4 ypOBHS IO CTaHAApPTY
0€301acHOCTH, IPUMEHIEMOMY K YHUUTOXHUTEISM JOKYMEHTOB.

[Ipy wucCHoONB30BaHUM MOOWIBHBIX TEXHHYECKHX CPEICTB HEOOXOAMMO COOMI0AATh
JIOTIOJIHUTENbHBIE MEphl MO pEeryIaMEHTAllMM M KOHTPOJIIO MCHOJNb30BaHUS B HH(OpMalvOHHON
cUCTeMe MOOUJIbHBIX TEXHUYECKUX CPEJICTB.

HaxoxneHue npeincraBuTenell IOPUAMYECKUX JIMI B paMKax MCIOJIHEHHUS JOTOBOPHBIX
0053aTeIbCTB B IOMEIICHUAX B KOTOPBIX BeeTcs o0paboTka HHPOpMAIMK OrpaHUYEHHOrO
JocTyna MH(OPMAllMOHHOW CHUCTEMBbI, BO3MOXXHO TOJBKO B cCOMpoBOXAeHHH paboTHHKa ['BOY
mkona Ne 440 nomymieHHOro 10 00paboTKH Takoi nH(pOpMaIUu.

Pa3menienne TexHUYeCKUX CPeACTB BbIBOAAa MHpopMmanuu B nomemeHusx ['bOY mkona Ne
440 mpou3BOAUTCS C YYETOM HMCKIIOUEHHS] BO3MOXKHOCTH BH3YaJIbHOTO MPOCMOTpa MHGOpMalu
MIOCTOPOHHUMH JIMIIAMU M paOOTHUKAMH, HE JOMYIIEHHBIM K paboTe ¢ JaHHOH HH(pOpMaIuei.

TexHuueckre cpeacTBa IODKHBI pa3MEIIaThCsl W XPaHUThCI TaKUM 00pa3oM, YTOOBI
COKpAaTUTh BO3MOKHBIM PUCK OBPEXKACHUS U YIPO3bl HECAHKIITHOHUPOBAHHOT'O IOCTYTIA.

Texnuveckoe 00c/y;KuBaHue 000py10BaHUS

Texuunueckue cpenctBa ['bOY mkona No 440 momkHBI MPOXOAUTH HA PEryJSPHOM OCHOBE
CEpBHUCHOE 00CITYKHBAaHHE B COOTBETCTBUU C PEKOMEHAALMSIMU TPOU3BOAUTEIICH 000Dy IOBAHHUS.



PemMoHT u cepBHuCHOe o0OcioyKMBaHHE OOOPYIOBAaHUS JOJDKHBI BBIIOJHATHCS TOJIBKO
KBaJIU(PUIIMPOBAHHBIMU CIICIIHATUCTAMH.

Texuuueckoe oOcTy)XHBaHWE O0OOpPYIOBaHUS CTOPOHHUMH OpraHU3alMsIMUA HE JOJDKHO
MIPUBOJUTH K PUCKY HAapYIICHUs KOH(DUIEHIIMAIIbHOCTH 3aIIMIaeMOol HH(OpMaLUu.

B3anmoneiictBue ¢ TpeTbUMH JIUIIAMUA

B memsax obecneuennst wHpopmanuonHoi OezomacHoctd ['BOY mkoma Ne 440 mpum
B3aUMO/JICUCTBUU
C TPETHUMH JIMIIAMU JOJIKHO BBIOIHATE CIEIYIOIINE MEPOIPUSITHS T10:

3aKIIOYEHUIO COTJIAIIEHUS O HepasrjalleHuH WHGOPMAlMU OrpaHMYEHHOIro JIOCTyIa
MIOJIyYEHHOW B X0/I€ UCIIOJIHEHUSI JOTOBOPHBIX 0053aTEIbCTB;

OCYILIECTBJICHUIO KOHTPOJSl 3a JIEHCTBUSIMU TMpEACTABUTEICH KOHTPAreHTOB B Mpeieniax
KoHTpospyeMoil 30861 ' BOY mikoina Ne 440.

YnpasiieHue ;KU3HEHHbIM HMKJIOM HHGOPMALMOHHBIX CHCTEM

Mepornpusatusi B MpoIiecce KU3HEHHOTO IuKiIa nHpopMannoHHbIX cucteM ['BOY mkoma Ne
440 momxHBI OBITH HANpaBIIEHB Ha oOecredyeHHe 3aluThl UH(OpMAaIlMK TpU BBOJAE B JCHCTBHE,
SKCILTyaTalllH, COTPOBOXKACHUN U MOJIEPHU3ALIUH, BEIBOJA U3 DKCIUTyaTalluH.

OcHoBaHueM Ipu pa3paboTke UHOOPMALMOHHBIX CHCTEM JOJKHBI SIBISTHCS PELICHUS
IpUHATBIE HAa cTaguu (GopMHUpOBaHUS TpeOOBAaHUM, colepxkalue TpeOOBaHUS B TOM YHUCIE
0 CHCTEME 3aIUTHl HHPOPMAIUH.

JIro60e mianupyeMoe K BHEAPEHUIO U3MEHEHNE MHPOPMAIIHIOHHONW CUCTEMBI IIPEIBAPUTEILHO
JOMKHO  OBITh  MPOAHANU3UPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHE  HapyIICHHM
paboTOCTIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3aIIUTHl HH(POpMAIIH.

PaGotel mo MoxepHHM3anuMu HHPOPMAIMOHHOM CHCTEMbI, B TOM YHCIE IO YCTaHOBKE
MPOrPaMMHOT0 o0ecrieueHus: U OOHOBJICHHM, TOHKHBI IPOBOJUTHCS B HEpabouee BpeMs WM BpeMs
HauMeEHbIIIel pabodeil Harpy3Ku.

[Ipn BbIBOJE U3 OKCIUIyaTalMd HWHQPOPMALMOHHBIX CHUCTEM JOKHO 00€CcreyruBaThCs
rapaHTUPOBAaHHOE yJalleHne 00pabaTbiBaeMOi M XpaHUMOI B HUX MH(POPMALIUU C UCTIONIb30BAaHHEM
CPEACTB T'apaHTUPOBAHHOI'O YHUUTOXKEHHSI MH(OpMAIUU WIN MyTeM (PU3MUECKOrOo YHUUYTOKEHUS
HOCHTeIeH HH(POpMAIIHH.

Bce nponeaypsl obecriedenus 3anuThl mHGopManuu, yctaHoBiaeHHbIe B [ BOY mikoma Ne 440
B OTHOIICHWH WH(POPMAIIMOHHBIX CHUCTEM, JOJDKHBI BBIMONHATHCS U KOHTPOIHUPOBATHCS
OTBETCTBEHHBIMH JIUIIAMH 32 OPTaHU3aLHUI0 PA0OT IO 3aIUTe HH)OPMAIIHH.

KonTposs 1ocryna k uH(GpOpMaHOHHBIM CHCTEMaM

Bcee pabornuku I'BOY mkoma Ne 440, nomymieHHble K pabore ¢ HMHGOPMALMOHHBIMU
CUCTEMaMH HECYT IE€PCOHAJIbHYIO OTBETCTBEHHOCTb 3a HApYLIEHMs] YCTAHOBJIEHHOI'O MOpSAIKa
00paboTku HHGOPMAIIHH.

VYpoBeHb MOJIHOMOYMHN MMOJb30BaTeNs B MHGopMauuoHHoi cucteme ['BOY mkoma Ne 440
JIOJKEH OMPEEIATHCS B COOTBETCTBUU C €T0 JOIKHOCTHBIMU 00S3aHHOCTSIMHU.

Hoctyn monb3oBateneld k wHpopMmanuoHHbBIM cuctemMam ['BOY mkoma Ne 440 momxeH
KOHTPOJIUPOBATHCS aIMUHUCTPATOPOM UHPOPMALIMOHHOM CUCTEMBI.

OcymiecTBI€HNE PETYISIPHOTO KOHTPOJISL BBIIOJIHEHUS OPTraHU3allMOHHO-PAacIIOPSIANTENbHBIX
JOKYMEHTOB, Kacaroluxcs peryiaMeHTanuu jgonycka paOorHukoB ['BOY mkoma Ne 440 x
nH(OpMaIMOHHBIM CHCTEMaM.

HNpentudukanus v ayrTeHTUPUKALMS

Joctyn monp3oBateneil K WH()OPMAIIMOHHBIM CHCTEMaM JOJKEH IMPEAOCTaBIATHCS TOIBKO
MOCTIe YCIENIHOT0 3aBePIICHUs UACHTHU(PUKAIINH, ayTCHTH(PUKAIIUH.

[Tony4yeHue mnosb30BaTeNieM HMMEHHM B MH(OPMAIIMOHHON CHUCTEME U Mapois, KOTOpbIe
o0ecreunBaroT JOCTYN K HHPOPMALMOHHOW CUCTEME, JIOJKHO OCYIIECTBIISITHCS 110 MPEICTABICHUIO
PYKOBOAMTENS CTPYKTYPHOT'O MOJpPAa3AeICHUSI.

YnpasJjieHue 10CTyIIOM

B TI'BOY mkxoma Ne 440 pAomKHO OCYIIECTBISATHCS — YIPABICHHUE JOCTYIIOM K
MH(OPMAIMOHHON CHCTEME IMOCPEJCTBOM peaiu3allii HEOOXOJUMBIX METOOB, THUIIOB M INPaBUII
pasrpaHUYeHUs 10CTYIa MoJb30BaTeNsIM HHpopMannoHHoi cucrembl 'BOY mikona Ne 440. B Tom



quciae oOecrneyeH 3alUIEHHbIH yAaleHHBIH JOCTYN CYOBEKTOB JOCTyHa K OOBEKTaM JOoCTyna
yepe3 BHEIIHNE HH(OpMAllMOHHO-TEIEeKOMMYHUKALIMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HOCUTEJSIMUA HHPOPMALMH

Padoranku I'BOY mkoma Ne 440 momkHBI MCIONB30BATh TOJBKO YUYTEHHBIE CHEMHBIE
MAalllMHHBbIE HOCUTENN WH(OpMAMKU s BBINOJHEHUS CBOMX JIOJDKHOCTHBIX 0O0S3aHHOCTEH.
Hcnonb30BaHne CheMHBIX MaIIMHHBIX HocuTened nHpopmanuu B I'BOY mkona Ne 440 B mHBIX
LESIX CTPOro 3alpetieHo.

CbeMHbIe MallIMHHBIE HOCUTEIHN HH(OPMAIMK JJOJKHBI XpaHUTCS B Oll€YaThIBAEMBIX IIKadax,
B MIOMEIIIEHUSAX B KOTOPBIX MpeaycMoTpeHa 00paboTka nH(popMaluy OrpaHUHueHHOr 0 10CTYIIA.

B cnydae kpaku WM MOTEPU CHEMHOI'O MAIIMHHOTO HOCUTENS MH(OpMAIMH, a TaKKe MHBIX
MHIU/IEHTOB, KOTOpblE MOTYT MPHUBECTH K HApYIIEHUIO CBOMCTB MH(OPMALMU OrPaHUYEHHOI'O
JIOCTYIIA, JOJKHBI IPOBOIUTHCS MEPOIPUSTHS 110 PACCIIEOBAHUIO TAKMX UHIIUJCHTOB.

[Ipu BBIBOJE M3 AKCIUTyaTallil ChEMHOTO MAIlIMHHOTO HOCHUTENST MHPOPMAaIUH, BCEe TaHHBIE,
XpaHs;IIUeCcs] Ha HEM, JOJDKHBI OBbITh YAAJEHBI ONPEIEICHHON KoMHCcHel M3 yuciaa pabOTHHUKOB,
CPEACTBOM IapaHTHPOBAHHOI'0 YHUUYTOXKEHUSI HHPOPMALIUH.

@akT yHUUTOXKEHHS] HWHGOPMAIMM Ha CHEMHOM MAIIMHHOM HOCHTENEe HWHGOpMaluu
¢bukcupyercs B akre 00 YHHUYTOXKEHUM HHPOPMALUU CO CHEMHOTO MAIIMHHOIO HOCUTENs
uH(pOpMaLUH.

Perucrpanust co0obITHI

B T'BOY mxoma No 440 momxkHa OCYIIECTBIATHCS PETUCTPAIIMH COOBITHH 0€30MmacHOCTH
Ha BceX KOMIOHeHTaXx HH(popManMoHHbIX cucteM [BOY mkoma Ne 440, B KOTOpBIX
oOpabarbiBaeTcs 3amuiaemast HHpopmarus.

AHTHBHPYCHAs 3aLIUTA

B nensx oOHapykeHHS M ycTpaHEHHsS BpedOHOCHBIX mporpamm B ['BOY mkoma Ne 440
JIOJKHBI UCTIONIB30BAThCS CPEACTBA AaHTUBUPYCHON 3aIIUTHI MH(POPMAIUH.

OO6s13aTeIbBHOMY KOHTPOJIIO CPEICTBOM aHTHUBUPYCHOM 3allUThl HH(OpMaLUU JTOTKHA
nojiekats Jobas wHdopmarus (TekcToBble (alapl JHOOBIX (GopmaToB, (aiyibl  JaHHBIX,
UCTIONHAEeMbIe (aiibl), Molydaemas W IepelaBaeMas IO JIOKAJbHOW BBIYMCIUTEIBHOW CETH
B TOM YHCJIE M CETAM OOIIEro IOJb30BaHUs, a Takke WHGPOpMAalus, XpaHHUMas Ha CHEMHBIX
MAaIIMHHBIX HOCUTENAX HH(OPMALIHH.

IIpu ycTaHOBKE MPOrpaMMHOIO oOOecreueHus] MM ero OOHOBJIEHHMS Ha CEBEpHOE
o0opy/loBaHUE JOJKHA aBTOMAaTHMUYECKU BBIIOJNHATHCS IpeIBapUTENbHAs IPOBEpKa JaHHOIO
IIPOrpaMMHOr0 00ecIIeYeHNsl Ha OTCYTCTBHE BPEIOHOCHOIO MPOrPaMMHOI0 00EeCTIEUEeHHU.

OOHoBnenne 6a3 curHatyp AJsl CpEeACTBAa aHTUBHUPYCHOHM 3allUThl MH(POPMALUHU JIOJKHBI
OOHOBJIATHCS €KETHEBHO.

ITonw3oBarenu oe3 paB aJIMUHUCTpaTOpa HH(pOpMaLMOHHON CHCTEMBI
I'BOY mikona Ne 440 He NOKHBI MMETh BO3MOXKHOCTbH IMOJYYEHHs AOCTyNa K KOH(MUIYparuu
AHTUBUPYCHOI'O CPEJICTBA 3AIMTHI MJIU €r0 OTKIIIOUYEHUSI.

KoHTpoib 3a1u1IIeHHOCTH NePCOHATBHBIX TJAHHBIX

B nensx MCKIIOYEHMs SKCIUTyaTallUM YA3BMMOCTEH MPOrpaMMHOIO 00ecHeueHHs! JOKHBI
MPOBOIUTCA pPAa0bOTHl 1O BBIABICHUIO, aAHATU3Y YSI3BUMOCTEH HMH(POPMAIIMOHHONH CHCTEMBI
U OINEpaTHBHOE YCTPAHEHHWE BHOBb BBIBIEHHBIX YsA3BUMOCTel. B ToMm umcne opranuzanus
KOHTPOJISI YCTaHOBKM OOHOBJICHHSI MPOIPAaMMHOIO OOECIeYeHHUs, BKIOYas CPEJCTB 3allUThI
uH(pOpMaLUH.

Hcnonb3oBanne NporpaMMHOro odecrie4eHus

Bri6op mporpamMmmHOro obecnedeHus Ui Mpou3BOACTBEHHBIX HYXJ ['BOY mkoma Ne 440
JOJDKEH IPOU3BOJIUTHCS B IIPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOro B EnuHbII peecTp
POCCHIICKHX TIpOrpamMM Uil DJIEKTPOHHBIX BBIYMCIUTENBHBIX MallMH U 0a3 NaHHBIX. B ciydae
OTCYTCTBUSI aHasora B EnmHOM peectpe poccHifCKMX IporpamMm  JUii  3JEKTPOHHBIX
BBIUUCIIUTENBHBIX MalluH
n 0a3 JaHHBIX [JIOMYCKAeTcsl HCIOJb30BaTh IPOrPaMMHOro obOecrnedyeHue HUMIOPTHOIO
IIPOM3BOJICTBA.

Hcnoab3oBanue cpeacTs KpunTorpagpuyecKoi 3amuTbl HHGpopManuu



Obecrieyenue 3auUThl HHOOPMALMK OFPAHUYEHHOIO JIOCTYIA OT PACKPBITHS, MOAU(PHUKAIIUU
Y HaBs3bIBaHMs (BBOJA JIOKHOM WH(poOpManuu) mpu ee meperade (TMOArOTOBKE K Iepenaue)
M0 KaHajaM CBS3M, MMEIONIMM BBIXOJI 3a Mpejaeibl KOHTPOJIMPYEMOW 30HBI 00ECIIeYHBAETCs
MPUMEHEHHEM CPEICTB KPUNTOrpadudecKoi 3amnThl THPOPMAIIH.

[Ipuobperenue cpeactB kpunrtorpaduueckoit 3ammuthl nHGopManuu ['bBOY mkona Ne 440
OCYILIECTBIISIETCSI HA OCHOBAaHUM JIOTOBOPOB M KOHTPAKTOB C JIMIAMH MMEIOIIUMU JIEHCTBYIOILYIO
munensuto @Cb Poccunm Ha ocyliecTBiIE€HUE JAESITEILHOCTH IO pa3paboTKe, MPOU3BOJICTBY,
pacnpocTpaHeHHI0 MU(POBATBHBIX (KpUNITOrpapuueckux) CpeacTB, HH(POPMAIIMOHHBIX CHCTEM
U TEICeKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOJb30BaHUEM IIHU(PPOBAIBHBIX
(kpunTorpadMIeCKnX) CPEICTB, BBHIMOJIHEHUIO paboT, OKa3aHUIO yciayr B oOmactu mmdpoBaHUsS
nHpOpPMAIUU, TEXHHUYECKOMY OOCITYKMBAaHUIO MHU(POBATHHBIX (KpUNTOrpadUIECKUX) CpPEJCTB,
MH(POPMALMOHHBIX CUCTEM M TEJIEKOMMYHUKALMOHHBIX CHUCTEM, 3aIIMIIEHHBIX C MCIOIb30BAaHUEM
m(poBaIbHBIX (KpUNTOrpaQuUecKnx) CpeAcTB (3a HMCKIIOYEHHUEM CIIydas, €CIH TEXHHUYECKOe
oOcnykuBaHue MHUGPOBAIBHBIX (KpUOTOrpaduUIecKux) CpeacTB, HHPOPMAIMOHHBIX CHCTEM
U TEICeKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOJb30BaHUEM IMIH(POBATHHBIX
(kpunTorpaMuECKUX) CPENCTB, OCYIIECTBISETCS Uil OOecredeHUs: COOCTBEHHBIX HYXII
IOPUANYECKOT0 JIMIA WK WHAUBUAYAIBHOT O MPEIIPUHUMATEIS).

B umenax opranuzanuu M oOecrmeueHMM Iepeladyd WHGOpPMAlUU [0 KaHajaM CBS3H
C HUCIOJB30BAHUEM CPEJICTB KPUNTOrpapUUecKOW 3alUThl MHPOPMAIIMU, a TAKXKE BBITIOTHEHUS
munieH3uoHHbIX TpeboBanuit ®Chb Poccum B 'BOY mikoma Ne 440 momkeH OBITH CO3/1aH OpraH
KpUnTorpadguueckoi 3aiuThl.

[Topransubie permenuss [BOY mxkona Ne 440 ¢ BO3MOXKHOCTBIO JOCTyIa C ceTell 0O0Iero
MI0JIb30BaHUsl JOJKHBI B MPUOPUTETE pa3pabaThiBaThCsl ¢ OpraHM3alMeil 3aluIIeHHOro KaHaa
nocpeacTBoM npotokoia TLS ¢ monaepxkoit anroputmoB 'OCT 34.10.

Hcnosb3oBanue 3JIEKTPOHHOM MOYThI

DNeKTpOHHAs 1MoYTa JIOJKHA UcTonb3oBaThes B ' BOY mkona Ne 440 ¢ nienbio opraHu3aiiu
oOMeHa 3JIEKTPOHHBIMH COOOUICHUSIMH MEXIy pabOTHHKaMU U CcyObeKkTaMu HH(GOPMAIMOHHOMN
6e30MacHOCTH.

IIpu mcronb30BaHUM AIEKTPOHHOM IIOYTHI 3aIIPEILACTC:

oOMeH uHbopMmaIueit A ciykeOHOro Mmoiab30BaHus, a Takke HH(opMaluel OorpaHuYEeHHOTO
JIOCTYIIa;

MIPEIOCTABJIEHUE JIOCTYNA K JIEKTPOHHOM MOUYTE C UCIIOIb30BaHUEM JIaHHBIX CBOEH y4eTHOU
3aMMCcy TPEThUM JIHIIAM;

MyOJIMKAIUsl CBOEro CIY)KEOHOro ajjpeca 3JEKTPOHHOM MOUYTHI B 3JEKTPOHHBIX KaTajlorax,
Ha TOMCKOBBIX MallMHAX M JAPYIHX pecypcax ceTd VIHTepHET B MHeNsIX, HE CBSA3aHHBIX C
HCIIOJTHEHUEM CBOUX JIOJKHOCTHBIX 00SI3aHHOCTEH;

MOJMMCKA MO AJIEKTPOHHOM MOYTE Ha Pa3IMUHble PEKIAMHbIE MAaTEpUAIbl, JTUCThl PACCHUIKH,
AJIEKTPOHHBIE >KYPHAJIbl M T.[., HE CBS3aHHBIC C BBIIOJHEHUEM IOJIb30BATENEM JOKHOCTHBIX
00s13aHHOCTEH;

OTKpBITHE (3allyCK Ha BBIMOJIHEHHE) (aiiioB, MOMYyYEHHBIX [0 AJIGKTPOHHOW IOYTE
WM U3 pecypcoB cetu HMHTepHeT, 0e3 TNpeABapUTENbHONM MPOBEPKH HMX aHTUBUPYCHBIM
IIPOrPaMMHBIM 00€CIIE€YECHUEM.

PadoTa B ceTsix 0011€ro NOJIL30BAHUSA

I'BOY mxoma Ne 440 ocraBnsier 3a co0Oi mpaBo OJOKHPOBATh WM OTPAaHUYMBATH JIOCTYII
paboOTHMKAaM K CETAM CBS3M OOLIEro Mojib30BaHUS, B TOM 4dMcie ceTu VHTepHeT, copepikaHue
KOTOPBIX HE HMEEeT OTHOIICHHS K HCHOJHEHHUIO JIOJDKHOCTHBIX OOs3aHHOCTEH, a Takke K
WH(POPMALIMOHHBIM  pecypcaM, COJAEp)KaHHMEe W HANpaBICHHOCTh  KOTOPBIX  3alperieHbl
3aKOHOIaTeNbCTBOM Pocculickont Penepanuu.

Nudopmarus o mocemaeMbix paborHukamu ['BOY mkoma Ne 440 wHbOpMaIrmoHHBIX
PECYpCOB MPOTOKOIMPYETCS s MOCIEAYIOUIEr0 aHAIW3a W, IPU HEOOXOJIUMOCTH, MOXKET OBITh
MIpe/ICTaBIeHa PYKOBOAMUTENSAIM CTPYKTYPHBIX MOApa3JeleHnld, a Takke pykoBoauteno ['BOY
mkosa Ne 440 st KOHTPOJISL.

ITpu ucnonb3oBanuu cety MHTEpHET 3anpenieHo:



ucnoab3oBaTh npenocrapieHHbil 'BOY mkoma Ne 440 noctyn B ceth MHTEpHET B JIMYHBIX
LeJsX;

MCIIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE MTPOrpaMMHBIE U MPOrpaMMHO-aMIapaTHbIe CPEJICTBA,
MTO3BOJISTFOIIIME TTOYYUTh HECAaHKITMOHUPOBAHHBIN TOCTYII K ceTn VIHTepHeT;

nyOJIMKOBaTh, 3arpykaTb M pPAaCHPOCTPAHATh MaTEpUANbl COJEpIKAlUe HEIOCTOBEPHYIO
unpopmaruio o 'bOY mkona Ne 440, a Taxxke danscudummponars cBoit [P-anpec.

Pe3epBHOe KONIMpPOBaHNeE U BOCCTAHOBJIEHUE JAHHBIX

Ocyl1ecTBieHne pe3epBHOr0 KOMUPOBAHUS JIOIKHO OCYILIECTBIISTHCS JUISL:

uHpopmanuu obpabaTeiBaeMoll Ha (ailJIoBOM cepBepe U cepBepe MPUIIOKEHHH,
MH(POPMALIMOHHON CUCTEMBI,

pabounx MecT aAMUHUCTPATOPOB MH(POPMAITUOHHONW CHCTEMBI.

YacToTa M PEXUM PE3EpPBHOTO KOMHMPOBAHUS YCTAHABIMBAIOTCA TAaKUM 00pa3oM, YTOOBI
o0ecreunTh MUHUMAIBHYIO TTOTEPIO TaHHBIX U OTIEPAaTUBHOE BOCCTAHOBIICHHE.

Hactpoiika pe3epBHOro KONUPOBaHMS M BOCCTAHOBJIEHUS PECYpPCOB HH(pOPMAIMOHHBIX
cucreM ['BOY mikona Ne 440 nomkHBI IPOBOANUTE yronHOMoueHHbIe paboTHuku ['BOY mikona Ne
440.

PezepBHOe KOMMpOBaHHME [ODKHO  OCYILECTBJIATBCS B aBTOMAaTHYECKOM  PEXHME
C NPUMEHEHHEM OTCUYECTBEHHOTO CHEIHMAIM3UPOBAHHOTO CPEJICTBA PE3EPBHOIO KOMMPOBAHUS
C JEHCTBYIOIMIMM CEepTU(UKATOM COOTBETCTBHUS IO TpPeOOBaHUAM O€30MacHOCTH HH(pOpMauu
OCTOK Poccun.

6 OCHOBHBIE TPEBOBAHUS K TIPOLUECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOM BE3OIMMACHOCTBIO

MonuTtopuHr HHGOPMaLMOHHOI 0€3011aCHOCTH

Ha nocTosiHHOM OCHOBE JOJIKEH MPOBOAUTHCS KOMIUIEKCHBIH aHanu3 (QYHKIMOHUPOBAHUS
nHpopmannonHoit cucremMel ' BOY mkona Ne 440 m BO3HUKalOUIMX COOBITUH MH(DOPMAITMOHHON
0€30I1aCHOCTH.

IIpoiecc MoHUTOpHMHIra cHcTeMbl oOecreueHHs MH(OpMalMOHHON 0e30IacHOCTU JOJKEH
BKJIFOYAaTh B CE0Sl KOHTPOJb OPraHM3allMOHHBIX M TEXHUYECKUX MeEp M0 3alluTe HHPOPMAIUH,
aHaJIM3 NapaMeTPOB KOH(PUTypalluy U HACTPOHKHU CPENICTB 3alIUThl HHPOPMAIIH.

IIpu npoBeneHUM KOHTPOJBHBIX MEPONPHUATHH, CBS3aHHBIX C OLIEHKOM pealn3alud Mep
no 3ammre uHGopMamuu B ['BOY mxoma Ne 440, ymomHOMOYEHHBIE PAOOTHUKM JOJKHBI
MIPHUIEPKUBATHCS CIEAYIOIINX IPUHIIAIIOB:

He HapymaTh G yHKIHOHUpoBaHue AesTenbHocTH [ BOY mkona Ne 440;

JIEWCTBOBATh B COOTBETCTBHM C YTBEPXACHHBIMH OpPraHU3aLMOHHO-PACTIOPSIUTEIbHBIMU
nokymentamu 'bOY mkona Ne 440 o 3amure nHopmanmu;

HE CKpBIBaTh ()aKThI BBISBJICHHBIX COOBITHI MH(GOPMAIIMOHHON 0€301TacCHOCTH;

0(hOpMIISITH OTYETHI, TOATBEP:KIAIOIINE BBITOTHEHUE MEPONPUATHIA MO 3alUTe HHPOPMALIUH.

Wudopmanus, TmomxydeHHass B XOI€ TPOBEIEHUS KOHTPOIUPYIOIIUX MEPONpPHUITHI
0 JEUCTBUAX, COOBITHSIX M IapameTpax, UMEIOIIUX OTHOIIEHHE K pealu3aliuy Mep IO 3alluTe
nH(pOpMaLUK, AOJKHA KOHCOJMIAMPOBATHCS M XPAHUTHCS B MECTaX, MCKIIOYAIOIIUX MOJyYEHHE
K HEll HECAaHKIIMOHUPOBAHHOI'O JOCTYIIA.

MOHUTOPUHT JTaHHBIX O 3apErHCTPUPOBAHHBIX COOBITUAX HMH(OPMALMOHHON Oe30macHocTH
JIOJIKEH TPOBOAMUTHCS, 110 BO3MOXKHOCTH, C MCIIOIb30BaHUEM CHCTEMbl MOHUTOPHUHIA WHIUAECHTOB
MH(POPMALMOHHON 0€30MacHOCTH WJIM BCTPOECHHBIX MEXaHHM3MOB HACTPOMKH M ayauTa COOBITHI
B TIPOTrPaMMHBIX W TIPOrpPaMMHO-ANIIAPATHBIX CPEJICTBAX, HCIOJIB3YEMbIX B HH()OPMAIMOHHON
nadpactpykrype 'bOY mkoma Ne 440.

YnpasJjieHue pucKaMu

Omnpenenenre BHYTPEHHUX TpeOOBaHUU MO 3amuTe MHGOpPMAIMH, JOKHBI OCHOBBIBATHCS
Ha pe3ylbTaTax IPOBEJCHMs aHAlIM3a PHUCKOB HapyLIEHUs OCHOBHBIX CBOMCTB 0€30MacHOCTH
st nHpopMarmoHHbIX pecypcoB I'BOY mikomna Ne 440.



OCHOBOH OLIEHKM PUCKOB JIOJKHA OBITh OLIEHKA YCIOBHH M (PaKTOPOB, KOTOPBIE MOT'YT CTaTh
NPUYMHON HapyIIeHUs LETIOCTHOCTH, KOH(UAESHIIUATIBHOCTH U JOCTYITHOCTH 7151 HH(OPMALIMOHHBIX
pecypcoB ['BOY mikomna Ne 440.

Pesynbrarom mpoBeneHMs aHaIM3a PUCKOB JIOJKEH OBITh pa3pabOTaHHBIM KOMILIEKC Mep,
HalpaBJIEHHbIX Ha CHWXKEHME BO3MOXKHOTO HEraTMBHOIO BIMSIHMS HAa OCHOBHYIO JESATEIbHOCTD
I'BOY mxoma Ne 440 mpu peanu3anuy TOH WM WHOW Yrpo3sl 0e30MacHOCTH MH(OpMAIUU H
00€eCreunBaOIIMX B JaJbHEHUIIEM JOCTaTOYHBIA YPOBEHb 3alUIIEHHOCTH HH()OPMALMOHHBIX
cucteM 'BOY mkoma Ne 440.

YnpasieHue HHIMICHTAMH HH(POPMAIHOHHOM 0€3011aCHOCTH

Jlist obecnieuenust 3(h(HEeKTHBHOTO pa3penieHUs] MHITUICHTOB HH(POPMAIIMOHHOW 0€30ITacHOCTH
B ['BOY mikona Ne 440, MUHUMHU3AIIUKM IOTEPh U YMEHBIIIEHUS PUCKAa BOSHUKHOBEHUSI TOBTOPHBIX
UHIUJICHTOB  JIOJDKHO  OCYILECTBJIATHCS  YIPABICHHE  MHUIUACHTAMH  MH(POPMAIIMOHHON
0€30I1aCHOCTH.

Jlns ynpaBieHMsT MHUMAECHTAaMM HMH(OPMAallMOHHOM O€30IacHOCTU JOJKHA OBITh CO3/1aHa
ciy’k6a MOHUTOPHHTA U PEarMpoBaHUsl HA MHUUACHTH MHPOPMAIMOHHON 0€30IacHOCTH, KOTOpast
IIOCPEICTBOM KOMIUIEKCA CPEJICTB U MEpONpUATUH Juisi cOopa M KOHCOJIMJAUUU HH(opManun
00 MHUUAEHTAX pellaeT JaHHYI0 3ajady. B OTHOIIEHMM KaXJ0ro MpOM3OLIEIIIEr0 MHLUICHTA
paboTHUKAMH M3 CIYKObl MOHHUTOPUMHIA M pearupoBaHHsl Ha HWHIMJCHTHl HH(POPMAIIMOHHON
0€30IacHOCTH JIOJDKEH BBIMOJHATHCS €0 aHalu3, U pa3paboTka 3((EKTUBHBIX MEP pearupoBaHUS
Ha JIaHHbII MHIUAEHT.

Ayaut cucrembl o0ecriedyeHnst HHGOPMAIMOHHOM 0€30I1ACHOCTH

B nensix onenku Tekyuero ypoBHs nHpopmarronHoi 6e3onacioctu ['bOY mikona Ne 440 na
PEryispHO OCHOBE JOJKEH MPOBOJUTHCS ayAUT MH(OPMALMOHHON 0€3011aCHOCTH.

BuyTpeHnnue ayauThbl TOMKHBI BRINONHATECA paborHuKamMu ['BOY mikoma Ne 440. B uucio
3ajay, pelIaeMbIX NpPU TMPOBEACHUM BHYTPEHHUX AayAUTOB HH(OPMALMOHHOM O0€30MacHOCTH,
BXOJIAT:

cOOp M aHaIU3 MCXOJHBIX JAHHBIX 00 OpPraHU3allMOHHOM M (YHKIMOHAJIBHOH CTPYKType
MH(POPMALMOHHBIX CHCTEM, HEOOXOAUMBIX JIJIsl OLIEHKH COCTOSIHUSL CUCTEMBI 3alUThI HH(OpMAIIUH;

aHaJIM3 YTBEPXKICHHBIX OPraHU3aLMOHHO-PACIOPSIIUTENbHBIX JOKYMEHTOB IO 3alUTe
UH(pOPMAIUN Ha IPEAMET UX MOJHOTHI U 3((PEKTUBHOCTH, a Takke (OPMUPOBAHNE PEKOMEHIALNI
0 UX J0paboTKe WK pa3pabOTKH HOBBIX;

obocHoBaHWe (MHAHCOBOW d()(PEKTUBHOCTH BHOBBH IPHOOPETAEMBIX CpPEACTB 3aIUTHI
nH(pOpMAITUH;

IpOBEpKa IpPaBWJIBHOCTH BbIOOpa W  HACTPOMKM CPEACTB  3alUThl  MH(OpMAIUH,
(hopMHUpOBaHUE TPEATOKESHUN MO UCTIOIB30BAHUIO UMEIOIIUXCSI CPENICTB 3aIIUTHI HH(GOPMALIUU IS
TIOBBIIICHHUST YPOBHS HAAEKHOCTH M Oe3omacHOoCcTH MHGOpManuoHHbIX cucteM ['BOY mikoma Ne
440;

aHaJIM3 OTYETOB [0 TPOHM3OUICNIIMM HHIUJCHTaM WH(POPMALMOHHON Oe30macHOCTH
Y IPUHSTHIM MepaM I10 X Pa3peleHuIo.

IToBbIIEHHE 0CBEIOMICHHOCTH PA0OTHUKOB

B pamkax opraHMzanMu KOMIUIEKCHOTO IPOTHBOJEHCTBUS yrpo3aM 0€30IacHOCTH
nHpopmanuu, ucxonamum ot padotHukoB I'bOY mikona Ne 440 nomkHa NOCTOSTHHO TOBBIIIATHCS
UX OCBEJOMJIEHHOCTh B 00JIaCTH 3aIIUTHI HH(POPMALIHUH.

[ToBrimenne ocsenomiaeHHOCTH paboTHIKOB ['BOY mkona Ne 440 ocymecTBusiercs:

mo cymecrBytouiiM B ['BOY mkoma Ne 440 opraHu3aimoHHO-PaCHOPSAUTEIEHBIM
JOKYMEHTaM,

no npuMensieMbiM B [ BOY mikona Ne 440 mepam 3amuTsl MHGOpMaIuu;

10 IPAaBUIIBHOMY HCITOJI30BaHHUIO CPEJICTB 3AIIUTHI HH(POPMAIIUH.

7 3AKJIIOYEHHUE

[Ipu wm3MeHeHMH JAEHCTBYIOIEro 3aKoHojaaTenbcTBa Poccuiickoit ®exepauuu B obiactu
3alUThl MTHPOPMAIMH, a TaKK€ OpPraHMU3alMOHHO-PACIOpAIUTENbHBIX AoKyMeHToB ['BOY mikona
No 440 nacrosimas [lonuTuka ¥ M3MEHEHHS K HEMl NMPUMEHSIOTCS B 4aCTHU, HE MPOTHUBOpEYAIEH



BHOBb NPUHATHIM 3aKOHOJATEJIbHBIM W HHBIM HOPMAaTHBHBIM aKTaM, a TaKXe BHYTPEHHUM
nokymentam 'BOY mikona Ne 440.

Bce T1peOoBaHus, YCTaHOBIEHHBIC JEHCTBYIOIIMM 3aKOHOJATENILCTBOM  Poccuiickoit
denepanuu, MOJ3aKOHHBIMA aKTaMHd M JIOTOBOPHBIMH OTHOIIEHUsIMU, a Takxke moaxox ['bOY
LIKOJIA Ne 440
K 00€CIEYEHUIO0 COOTBETCTBHSI 3TUM TPEOOBAHUSM JIOJKHBI OBITH SIBHBIM OOpa3oM OIIpE/IeICHBI,
JIOKYMEHTHUPOBAHBI U TTOJIJICPKUBATHCS B AKTYAIbHOM COCTOSIHUU.

I'BOY mxoma Ne 440 B mpUOpPUTETHOM HAIpPaBJICHUM JOJKEH PacCMaTpUBATHCS TMEPEXO]T
a IpPOrpaMMHOr0 00eCTieueHrne OTEUYECTBEHHOTO MPOU3BOAUTENS, BKIFOUEHHOTO B €IHHBIA PEECTp
POCCHICKUX TIPOrpamMM JUIsl SJIEKTPOHHBIX BBIYMCIUTEIBHBIX MalluH U 0a3 JaHHBIX. B ToMm uuncne
M0 YacTH CEPBEPHOro, KOMMYTAIIMOHHOIO OOOpYAOBaHMS M MPOrpaMMHO-aIMapaTHBIX CPEICTB
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUICKON PaarO3IEKTPOHHON IPOLYKLIMH.

IlepecmMoTp W BHECEHME M3MEHEHHW B HACTOAIWIYHO [lOMUTHKY OCYIIECTBIISIIOTCS
Ha [EpUOJIMYECKON U BHEINIAHOBOM OCHOBE.
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